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ABSTRACT 
 
The growth of internet communications, multimedia storage capacity, and software sophistication triggered the need to 
protect intellectual property in digital media. Digital watermark can be inserted into images for copyright protection, 
copy protection, tamper detection and authentication. Unfortunately, geometrical robustness in digital image 
watermarking remains a challenging issue because consumer software enables rotational, scaling and translational 
attacks on the watermark with little image quality degradation. To balance robustness requirements and computation 
simplicity, we propose a method to re-synchronize watermark information for its effective detection. The method uses 
scale normalization and flowline curvature in embedding and detection processes. Scale normalization with unit aspect 
ratio and predefined area offers scale invariance and translation invariance. Rotational robustness is achieved using the 
flowline curvature properties of extracted robust corners. The watermark is embedded in Discrete Fourier Transform 
(DFT) domain of the normalized image using fixed strength additive embedding.  Geometric properties recovery is 
simplified using flowline curvature properties and robust corners as reference points prior to watermark detection.  
Despite the non-blind nature and vulnerability to local transformations of this approach, experimental results indicate its 
potential application in robust image watermarking. 
 
Keywords: Robust watermark, geometric invariant, scale normalization, flowline curvature, feature point. 
1. INTRODUCTION 
 
The rapid growth of digital contents over the decade has triggered an increasing need for intellectual property protection. 
Multimedia files are easily duplicated, modified, and distributed using the ever-enhanced and enlarged storage media. 
The popularity of the internet has also accelerated the problem of uncontrolled and unauthorised spreading of digital 
contents. The low operational cost of digital piracy has also worsened the problem. 
To protect intellectual properties in digital images, digital watermarking techniques can be employed. Visible 
watermarks are normally used as deterrence factor at first sight. Beside that, invisible watermarks provide better security 
by hiding its existence from the attackers. Robust digital image watermarks are suitable for copyright protection because 
they remain intact with the protected content under various manipulative attacks. The watermarks must be visually 
imperceptible, hard to be removed or altered, and possess required information embedding capacity. In addition, a 
practical watermarking technique must not induce high computational cost. These factors often require a watermark 
designer to find a balance point. 
2. BACKGROUND 
 
The robustness of a digital watermark affects its ability to survive general image processing attacks, geometrical 
transformations, and random bending operations1. Particularly, geometrical robustness problems persist due to the ease 
of performing rotation, scaling, and translation (RST) attacks on images without much quality compromise. The attacks 
can be performed using off-the-shelf software tools. 
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Generally, robust watermarking methods tackling geometrical attacks can be grouped into invariant domain 
watermarks, template-based approaches, and auto-correlation techniques. A RST invariant domain watermark offers 
robustness against rotation, scaling, and translation attacks using invariant domains. However, invariant domain such as 
Fourier-Mellin transform2 could degrade image quality. This is caused by the noise introduced during the 
transformation. Template-based approaches resynchronize the watermark to enable its detection, but the template itself 
reduces watermark capacity and it could be the point of attacks3. Auto-correlation techniques use repetitive watermark 
information to compute correlation values and provide reference information for resynchronization.  
The early watermarking methods lack the balance of computational simplicity and image quality preservation2. The 
feature point approach promises high robustness4, but requires computational cost trade off 5. Motivated by more 
balanced methods in the new generation of watermarking methods6 (e.g. content-based methods), we propose a 
watermarking method which aims at high robustness, yet low computation complexity. 
This paper describes a digital image watermarking method that resists rotation, scaling, and translation attacks. The 
method exploits scale normalization7 and flowline curvatures to achieve geometrical robustness. The method provides 
watermark synchronization in an efficient way. Scale invariance and translation invariance are attained using scale 
normalization; while rotation invariance is provided with selected feature points in flowline curvature calculations. By 
using robust corners and flowline curvature properties, the proposed method significantly reduces computational cost. 
As a result, the method offers a balance between robustness and computational complexity. 
To better understand the discussions that follow, a few important concepts are explained. They are geometrical 
attacks, scale normalization and flowline curvature. 
2.1. Geometrical Robustness 
Some of the common geometrical attacks on images are scaling, rotation, translation, and random bending. Due to the 
ease of applying rotation, scaling, and translation attacks and its severe effects on the watermark information, RST 
invariant has been a widely studied topic. RST transformation on an image can be modelled using the equation (1) 
below: 
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where (x’,y’) is the transformed coordinate of (x,y) with parameters (a,b,c,d,e,f) ∈ R.  
By setting the moment centroids of images as the origin (0,0) of its coordinate system, we can eliminate the 
translation parameters e and f. Details of such operation are presented below. With this, we only need 4 sets of parallel 
equations to solve for parameters a, b, c, and d to perform RST recovery. It should be noted that equation (1) operates on 
the whole image. Attacks on local features would need separate treatment. 
2.2. Scale Normalization 
One of the important components in our watermarking method is scale normalization. The scale normalization process 
transforms an image into a format with standard geometrical properties7. Scale normalization provides scale invariance 
and translation invariance.  
Given the geometric moments, mp,q , of a gray scale image I(x,y) as follows: 
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and ),( yx is the centroid of the image. 
During scale normalization, an image is transformed into unit aspect ratio with predefined area. To obtain unit aspect 
ratio, we use glx = hly where lx and ly are the pixel count of height and width of the image I(x,y), g and h are scaling 
factors to produce the rescaled image 
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 with area ( )( )yx hlgl=α . From equation (2), the zero order moment β of 
the scaled image becomes 
0,0abm=β       (5) 
 
where m0,0 is the zero order moment of the original image. We can solve for a and b: 
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Besides rescaling the image into aspect ratio 1 with area α, we need to translate its origin to the centroids ),( yx and 
change the coordinates into (x’,y’): 
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2.3. Flowline Curvature 
In addition to scale normalization, the proposed watermarking method also exploits an important property known as 
flowline curvature. The next few paragraphs explain the concept of flowline curvature.  
The derivatives of an image can provide RST invariant features in designing a robust watermarking method. For 
example, an approximation of an image’s intensity surface can be done using first derivative such as its gradient. 
Normally, higher order derivatives give a more precise approximation of a local surface.  
For digital images, derivatives are computed using weighted kernel convolution. We apply Gaussian derivatives, G, 
at multiple scales (i.e. many kernel sizes) to obtain more precise approximations: 
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where σ is the scale of the filter. 
Multi-scale derivatives at a point p of an image are obtained by filtering the image with Gaussian derivatives. The 
multi-scale two-jet is 
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for set of scales σ1…σk and it is translation invariant. 
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Given a coordinate frame (u,v) centered at point p(x,y) in an image I, the local gradients Ix and Iy are obtained using 
 
.*,* yyxx GIIGII ==      (11) 
 
The first order and second order derivatives using a rotation matrix A are: 
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We define the image flowline curvature as 
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The flowline curvature corresponds to curvature of the gradient integral curve at a point p. 
 
3. THE WATERMARKING METHOD 
 
With the basic concepts clearly explained, we move on to describe the watermarking method. The embedding process 
and detection process are described separately.  
3.1. Watermark Embedding 
Figure 1 depicts an overview of the watermark embedding method. We find the most robust corners of the original 
image and normalize its scale before embedding the watermark into the image. Beside that, flowline curvatures of the 
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robust corners are also computed and recorded for use in watermark detection. The marked image is then restored to its 
original size and sent to its destination. 
 
 
Figure 1. Watermark embedding. 
 
The first step in the watermark embedding process is Robust Corner Detection. We use the modified Harris Corners 
Detector8 proposed by Simitopoulos9 to detect the robust corners. There are a few changes made to the method of 
extracting robust corners. Instead of using the radius-shape enhancements proposed by Simitopoulos9, a square area is 
applied to eliminate weak corners within a fixed neighborhood. This trades-off little robustness with simplicity in 
computation. In addition, the corners near the edges of the image are discarded. For example, a corner that falls within 
16% of the image width/height from the edge is not considered as robust corner. Such rule effectively eliminates image 
rotation and minor translation attacks. Furthermore, we enlarge the corners detected in each scaling and rotation attacks 
before it is sent to the union operation. This operation retains the corners after the interpolation operation of image 
scaling and rotation. For instance, if this step is not performed, then a corner in a scaled-up image may be lost when it is 
re-scaled to its original size. In addition, we control the number of robust corners by adjusting the parameters in Harris 
Corner Detector, i.e. sigma and threshold values. These corners serve well as reference points in RST recovery of the 
watermark detection because they are based on salient features of an image. We apply five rotation attacks and four 
scaling attacks on the images to find the robust corners. The rotation angles are 3°, 5°, 10°, 15°, and 30°. The scaling 
factors are 0.5, 0.75, 1.25, and 1.5. These values represent small changes normally applied by an attacker to remove 
watermarks while preserving the image quality. From the set of robust corners computed, we select two robust corners 
with highest output values as reference points because important features of an image are usually placed here. An 
example of robust corners selected in Lena is showed in Figure 2. 
 
 
 
Figure 2. Two robust corners (the white cross marks) selected as reference points. 
 
Scale normalization is performed on the original image to produce an image with unit aspect ratio and predefined 
area. Then, the corresponding coordinates of the two robust corners selected in the normalized image are calculated 
using the equation (8). 
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The next step in the watermark embedding process is flowline curvature computation. Flowline curvature of the 
normalized image is computed as described in Section 2.3. We compute the local two-jet, 〈 Ix, Iy, Ixx, Ixy, Iyy 〉σ  at fixed 
scales σ1 = 1.0 and σ2 = 1.5, where Ix and Iy are the filter response of I to the first derivative of Gaussian in directions x 
and y respectively; Ixx, Ixy, and Iyy are the second derivative responses10. After that, we compute flowline curvatures for 
each robust corner selected with the two fixed scales using equation (14). The reference point set, REFp, in spatial 
domain is stored for use in watermark detection.  
{ }))(,,(),)(,,(
212211 ,22,11 σσσσ
pFyxREFpFyxREFREF PPP =  
 
where p1 and p2 are the robust corners at coordinate (x,y) selected, and Fi(pi) is the flowline curvature for robust corner i. 
Following the three previous steps, a watermark message m is encrypted with a key K and embedded into the 
Discrete Fourier Transform (DFT) domain of the scaled image. The watermark is embedded in the 1000 DFT 
coefficients with highest magnitude using the classical spread spectrum watermarking technique11. Instead of employing 
a complex embedding method, this is done to simplify the embedding process and focus on image geometry recovery. 
The additive embedding formula is 
jii mxx α+='      (15) 
where α is the strength factor, x’ is the marked coefficient of x, m is the message bit. The value of α must be carefully 
chosen to maximize imperceptibility and detection of the watermark. Note that the embedding of watermarks must avoid 
the two robust corners selected because we will take it as reference points in RST recovery of the watermark detection. 
After that, the marked image is restored to its original size using simple interpolation operation before it is sent out 
to its destination. 
3.2. Watermark Detection 
The watermark detection part is illustrated in Figure 3. The beginning steps, Robust Corner Detection, Scale 
Normalization, and Flowline Curvature Computation, are similar to those of the embedding process. The parameters 
extracted from the received image are then compared to those of the original image in order to achieve automated RST 
recovery. Then, the watermark can be detected in the synchronized image with ease. 
 
 
Figure 3. Watermark detection. 
 
The watermark detection process takes the marked image as input. After robust corner detection, scale 
normalization, and flowline curvature computation, all of the robust corners detected in the received image are 
compared to the two robust corners of watermark embedding process using brute force search. This is made possible 
with the small number of robust corners given by the modified Harris Corner Detector. The search is done using the 
reference point set information for the corners at the same scales. The most similar pair of robust corners are then 
selected and used in RST recovery. This is carried out by finding the minimum error function E: 
 
2
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RST recovery is obtained with parameters a, b, c, and d in (1). We can solve four parallel equations for the 
parameters using two robust corners in the marked image and its two corresponding robust corners in the original image. 
Once the attacked image is synchronized with the original image, we can detect the watermark in its DFT domain 
using identical computations. The 1000 highest magnitude DFT coefficients are selected for watermark extraction using 
a reversed operation: 
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Finally, the secret key K is used to decrypt the message extracted. 
4. EXPERIMENTAL RESULTS 
 
We tested the watermarking method under various common attacks such as rotation, scaling, translation, JPEG 
compression, Gaussian noise addition, low pass filtering (smoothening), region cropping, and contrast adjustment. 
Instead of observing Peak Signal to Noise Ratio (PSNR), we measure Weighted-PSNR (WPSNR) in attacked and 
watermarked images because it is more precise13,14. 
An initial test on Lena shows a watermarked image in Figure 4 with WPSNR measuring 60.86 dB, and successful 
watermark detection with a significant peak in its response graph. 
 
                
 
Figure 4. (Left) Watermarked Lena (Right) Detector response with significant peak. 
4.1. RST Attacks 
Single attacks of rotation, scaling, and translation were carried out. In all cases, the method described was able to 
recover image geometry for watermark detection.  
Rotation attacks at 5,10,15,20, and 25 degrees around image center were done. These attacks produced rotated 
images with WPSNR ranging from 21.10 dB down to 17.12 dB. The method was able to recover the original orientation 
with the two robust corners correctly selected. However, no peaks exist in the response graph because the simplified 
watermarking method employed requires exact synchronization. See Figure 5. 
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Figure 5. (Left) Matched robust corners (Right) Detector response. 
 
Translation attacks ranging from “2 rows and 4 columns shift” to “6 rows and 12 columns shift” can be recovered 
with response peaks valued at about 30. In these cases, the attacked images have WPSNR value ranging from 22.29 dB 
to 18.39 dB. Figure 6 shows a “6 rows and 12 columns” translation attack. Summary of the tests are graphed in the 
figure. 
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Figure 6. (Left) Sample translation attack (Right) Detector responses and WPSNR. 
 
Scaling attacks were done using scales of 0.85 to 1.85. Peaks were clearly distinguishable at values ranging from 18 
to 20. The graph in Figure 7 shows that peaks were detected in all tests. 
Scaling attacks
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Figure 7. Detector responses in scaling attacks. 
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 Following that, a set of combined RST attacks were performed. Table 1 below summarized the combination of RST 
attacks.  
 
Table 1. Combined geometrical attacks 
Set Combined RST attacks 
1 Translate (4,2) Rotate 10 degree - 
2 Scale 0.85 Rotate 5 degree - 
3 Translate (6,2) Scale 1.15 - 
4 Translate (6,2) Rotate 10 degree Scale 1.05 
 
The method proposed was able to register the attacked images correctly and provide a peak in its response. Figure 8 
below shows Combined Attack Set 4 and its recovered image. 
                            
Figure 8. (Left) Attack with manipulation in set 4 of Table 1 (Right) Registered image. 
 
4.2. Other Common Attacks 
In addition to the RST attacks, a set of general image processing attacks listed in Table 2 below were also experimented. 
 
Table 2. Common image manipulation tests 
Set Operation Description 
1 JPEG compression Quality factor ranging from 90% to 50% 
2 Noise insertion Gaussian noise with mean 0 and variance ranging from 0.0002 to 0.0010 
3 Cropping Clip out 11×11 pixels region, crop off 25 pixels along each border of an image 
4 Contrast adjustment Gamma ranging from 0.98 to 0.90 
 
For JPEG compression attacks with quality factor declining from 90% to 50%, WPSNR between the watermarked 
image and the attacked image degraded from 64.38 dB to 51.71 dB, and the peak of detector response decreased from 
28.48 to 14.62. Despite the deteriorated image quality, the watermark was detected in all cases with obvious peaks in 
detector responses. 
Under Gaussian noise insertion, WPSNR reached a minimum of 45.02 dB when variance is set to 0.0010. However, 
the watermark was detected with peak response at 8.31. 
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Figure 9 depicts two cropping samples. Pictured on the left is a square region of 11×11 pixels cropped out. Depicted 
on the right is a 25-pixel stripe along each border cropped out (indicated by dark lines) and replaced with those of the 
unmarked image. In both tests, the watermark was detected. 
 
                              
Figure 9. (Left) square region cropped off (Right) Edges cropped and replaced with original image sections. 
 
Contrast adjustment test provided good result with peak response at 7.79 when WPSNR degraded to 35.62 dB. 
5. DISCUSSION 
 
The proposed watermarking method is able to resist single geometrical operations as well as combined geometrical 
manipulations. In addition, the method is able to resist general image manipulation operations such as JPEG 
compression, noise insertion, regional cropping, and contrast adjustment.  
Interpolation in scaling and rotation caused imprecision in geometric recovery through registration. Therefore, 
perfect recovery is impossible. However, the objective of geometric recovery is to aid the detection of watermark, not 
the perfect restoration of image quality.  
Although scale normalization and flowline curvature reduced the effort of finding matched points for image 
registration, the proposed method requires the original image in watermark detection. Furthermore, the method is also 
vulnerable to local transforms and flipping attacks. Lastly, the feature points used in re-synchronization could be 
estimated and attacked. 
6. CONCLUSION 
 
In short, this paper proposes a robust method for watermarking digital images. RST invariant is achieved using scale 
normalization and flowline curvature properties. Two of the most robust corners are selected to recover an image that 
underwent RST transformations. The invariant properties of feature points are exploited in image recovery to minimised 
computational complexity; Instead of searching through hundreds of corners5, our method only needs to work on four 
robust corners.  
A drawback of this method is the requirement of the original image in watermark detection. The dependency on the 
two robust corners selected makes this watermarking method robust against global transformations. However, local 
transformations may impose a treat. To overcome this, future work will look into watermark tiling approach12  to 
provide redundant information in local regions. Other potential improvements identified are robustness enhancement 
and blind watermark detection. 
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